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Abstract  

Social media were growing unexpectedly and turn out to be essential factors of many humans’ lives. 

Meanwhile, social media have become a main source for identity deception. From last decades 

cybercrime on fake profiles has been raised enormously. Current studies had been performed to 

save you and locate identity deception. This survey provides different deception techniques opted 

by the authors, categorized from fake profile, profile cloning, fake news, fake identity and so on. 

This survey provides an in depth evaluate of social media identity deception detection strategies. It 

also identifies the main research area for the future safety of people on social network. This 

newsletter is expected to benefit each researcher and social media providers. 
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1. INTRODUCTION  

 Social networking is the website where every person can have profile and can meet 

virtually with other person on the website. Each user has unique identity profile on Online 

Social Network (OSN), which provide communication platform among the users. The user 

used the social media called as an active user and can communicate with other person by 

medium of chats, review, comments and likes. Social networking websites are growing 

rapidly and converting the manner people maintain in contact with each other. This leads 

to fake profile generation to communicate with people and make fraud over the internet. 

Social media only require a verified e-mail address to sign up a new account and create a 

personalized profile [1]. The principal issue is that the facts given in the registration method 

does now not challenge to any verification method. Therefore, a user can pretend to be a 

person else with the purpose of deceiving different user. Social media identification 

deception can possible without any problem. The aim of this research paper is to focus on 

literature review of papers having worked on detection of fake profiles on social media. 

We have studied more than 20 papers for the same and try to find out the research gap and 

resolve it by the more suitable and efficient methodologies as of the future research work 

to be carried out. Authors have analysed research articles on fake profile detection on social 

media between the time periods of 2014 to 2022 and represent the interpretation of 21 

research papers on the topic. The main sources of articles are the Google scholar and 

Scopus journals. Social networks are the friendly communication build over the web using 

computer network among people as political whole carrying comparable interests or have 

universal cultures etc. User produce content and it is spread over the network in form of 

text, image, video, audio etc. Some of the social media platforms of current time are 

Interest, Twitter, Facebook, Snapchat, Google+, Instagram and LinkedIn. Survey [2] 

represents the reports that there are around 2.93 billion monthly active users in first quarter 

of the year 2022 at Facebook site. Facebook became the most used online social network 
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over the world, which exceeded two billion active consumers in the 2nd area of 2017(80% 

of them 35 years or older), taking simply over 13 years to attain this milestone. In 

contradict. Metaowned Instagram took 11.2 years and YouTube of Google took just over 

14 years to reap this benchmark. The female user is 12.8%. Instagram, Snapchat, LinkedIn 

has 250+ million monthly active users [3].  

 Social profiles are an outline of people’s social characteristics that uniquely identify them 

on social media websites including Facebook, LinkedIn etc. Profiles describe any range of 

characteristics approximately about the individuals, including his or her hobbies, 

knowledge; expertise affiliations, fame, current interest and its geographic place. Whereas, 

a fake profile is the illustration of someone, organization or enterprise that does not exist 

in real world, but make fake existence on social media platforms. These accounts owed 

often use names and identities that aren't only actual but also supposed to gain extra access 

to particular people and audiences. These accounts are used to hide the identity of the 

individual even as sending abusive or threatening messages, impersonating him or her in 

an try and damage his or her reputation or to purpose misery or to mislead his or her friends 

and family by means of contacting the victim profile to trick them into conducting 

malicious content material.  
  

2. Literature Survey  
Adikari & Dutta et al. [4] present the work on identifications of fake LinkedIn profiles by 

data mining approach. They used methods like Neural Network (NN), Support Vector 

Machine and weighted average (WA) are applied on the limited profiles only. The author 

got 84% accuracy in fake profile detection and 94% negative rate. Whereas, NN method 

found to be more suitable and efficient on large number of profiles data set, also the WA 

method can jointly use with another data mining analysis method for better result.  

Fire et al. [5] introduced software named Social Privacy Protector (SPP) to increase the 

Facebook user’s security. SPP is the three-layer architecture; with distinguish working of 

each layer for the privacy of the user’s profile. The working of software is to alarm the 

user about which friend request to be accepted or rejected. The work can more enhanced 

with the supervised and unsupervised learning approach for the better reliability of the 

software quality.  

Gurajala et al. [6] make use of crawler for fake profiles detections of Twitter account, and 

analyze more than 62 million user’s account and their characteristics for fake account 

creation. The ground truth images have higher diversity than the URLs of fake profile set. 

The work is only identifying the small percentage of fake profile accounts.  

The work can be enhanced with large number of profiles data sets as of future 

enhancement.  

Minimum attributes have been introduced by Elazab and Mahmoud et al [7] for detection 

of fake account on Online Social Network. The five classification algorithms have been 

applied and the outcome of them is tested, and also tests the accuracy of the work with 

other researcher’s approach.  

Tiwari et al [8] depict the working of Bot detection and impact of machine learning in fake 

profile detection. But the content-based technique can be making more efficient effects on 

working on identification of fake profiles in online social network.  

Singh et al [9] likewise purpose a machine learning approach which helps in finding the 

fake bot account created by human being on social media platform. It was possible by 

identifying the frinds list and from the followers list.  

Ramalingam et al. [10] has introduced many historical approaches for fake profile 

detection methodlogies. But furtherfore it seems that some fast-growing techniques like 

Hadoop or spark need to be used as a part of the solution for large amount of unstructured 

data of the online social network for the security of the user profiles.  



Shah & Joshi 2022  Science Transactions © 

67 

 

Mohammadrezaei et al [11] depict the Synthetic Minority Oversampling Technique 

(SMOTE) algorithm and they applied it on sample training data sets. The data sets were 

trained and validated using cross-validation technique. The technique has limitations on 

categorization of profile as legitimate or fake account.  

Shama Sk et al [12] go for neural network and random forest for predictions of fake profiles 

on social networks, the algorithm gives 93% accurate results. The author suggests the work 

can be undertaken by natural language processing techniques for more accuracy and 

efficiency.  

Kotawadekar, R.V. et al. [13] depict the classification steps for fake profile identifications, 

also the author suggested to work with natural language processing system. It shows the 

Natural language processing can make significant participation in fake profile detection.  

Dey et al. [14] proposed used of two methods Logistic Regression and Random Forest 

algorithms to detect the fake user profiles in Instagram network. They acquire around 92% 

accuracy in the algorithm work, which seems highest accuracy than the previous works. 

The data was preprocessed before algorithm implantation.  

Safieddine et al. [15] reviews that Facebook has rolled out a coverage that calls for 

businesses and individuals actively promoting political activities and commercials to go 

through identity verification. The article suggests the id check in Facebook to reduce 

Russian’s interference in European elections and education to manage the 2020 US 

election. For the policy to paintings, the social media platform is the usage of algorithms 

and AI to become aware of capacity false profiles.  

Some wonderful work has been carried out by Pulido et al [16], which depict how fake 

profiles used to spread the fake news regarding health issued in the world and 

transformation dimensions of those fake news based on social effects. That creates the 

hypo between the users of social network sites. They also analyzed the impact of this news 

on people, categorized as positive or negative. The social impact in social media (SISM) 

methodology was introduced and used to differentiate the original and fake health news on 

social media platform.  

Pourghomi et al [17] undertook the task of measurement of working of Facebook algorithm 

of fake profile identifications. The accuracy has been achieved from 3 weeks to 3 days 

decreasingly in timings. But the other hand this algorithm has question regarding the 

sharing of confidential id on social media platform. The paper recognizes that the test is 

the most effective consultant of 1 test with many variables. The capability to manipulate a 

number of these variables proved to be much less effective in figuring out what triggers an 

algorithm to identify false profiles. In our opinion, the mixture of faux profile photo, not 

being selective in building friendships, lack of friendship behaviors which includes likes 

and feedback from pals and therefore now not having displayed characteristics of human 

networking are maximum possibly the control variables of the AI algorithm that could be 

examined in destiny research. A lot of these variables are tough to faux as a character but 

may be feasible to fake as cyber Bot institution. Facebook and other systems are not 

probably to provide personal facts approximately the manner their algorithms perform in 

identifying fake users.  

The research project of Mazhar Javed Awan et al. [18] consists of Spark Machine learning 

libraries together with Random Forest Classifier and other plotting tools. The proposed 

model was described and results were represented in graphical representation in form of 

confusion matrix, curve knowledge and ROC plots. The author got 93% accuracy in 

proposed model and 7% failures in finding the false fake profiles.  

Kaur et al [19] consider the machine learning algorithms for fake profile detection. The 

user taken algorithms are support vector machine (SVM), Neural Network and Random 

Forest, author found neural network most accurate and suitable for undertaken work among 

all of them. Vivek solvande et al [20] introduced the framework for fake profile detection.  

In Tejaswini S Patil et al [21], the author presents a comprehensive study on distribution 

of fake and real profiles in online social network. The decision tree techniques made actual 
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use for the proposed work. Study depicts that whenever the binary separation is required 

the decision tree technique become more helpful.  
  

 

3. Conclusion   
The trend of usage of social media is a never-ending process and in fact, it is increasing 

day by day in areas of business, markets, and social people communication. As people find 

it common medium of communication, the security issues related to it is also increasing in 

term of fake profile creation and fake news deception. More and more personal details are 

now available and included on websites, which causing numerous content to be available 

for the manipulation. In this paper, we reviewed various methods available for fake profile 

identifications and its causes. The survey provided a comprehensive evolution of critical 

strategies for fake profile detection in OSNs. We conclude that, regardless of severe present 

schemes, there is nonetheless no systematic answer for fake profile detection in OSNs 

which could offer efficient, fast and reliable popularity of user information.  
  

4. Future work   
The fake identification is rapidly increased on the Online Social Network (OSN). The false 

profiles publish fake comments, fake news and fake reviews. The researchers are 

constantly working on reducing these issues if no longer getting rid of this large trouble on 

social networks and non-stop enhancement in artificial intelligence and capabilities used 

to limit this issue and enhance more security in the social networks.  
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